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Observation

@ Compilers are general-purpose

e Cryptographic code has “special” structures
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Optimization Strategies

@ Straight-line code in static single assignment (SSA)
» ensure constant-time code

@ Combinatorial optimization
» search for best-performing implementation

@ Random local search (RLS) with bet-and-run heuristic
» “bet” explores up to budget then “run” continues from the best
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Bet-and-Run in Action
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Chitchanok Chuengsatiansup | CryptOpt: Verified Compilation for Cryptographic Primitives

19


https://0xade1a1de.github.io/CryptOpt

Achievements

e CryptOpt: automatic cryptographic code optimizer

@ Competitive performance with hand-written assembly
@ Verified compilation of the generated code GitHub Project
@ Resistant to timing side channels

@ https://Oxadelalde.github.io/CryptOpt
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