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Cache-Timing Attacks

@ Timing depends on where data resides
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Processor
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Cache-Timing Attacks

Processor
@ Timing depends on where data resides
@ Check if it is in the cache
» cache hit: serve data from cache — fast Cache
» cache miss: get data from memory
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Cache-Timing Attacks

Processor

@ Timing depends on where data resides

@ Check if it is in the cache
» cache hit: serve data from cache — fast 7 Cache
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Cache-Timing Attacks

Processor
@ Timing depends on where data resides
@ Check if it is in the cache
» cache hit: serve data from cache — fast Cache
» cache miss: get data from memory — slow
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Cache-Timing Attacks

Processor

@ Timing depends on where data resides
@ Check if it is in the cache

» cache hit: serve data from cache — fast Cache

» cache miss: get data from memory — slow
@ Latency of hit vs miss is distinguishable

L [
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Cache Hit vs Miss Latency
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Cache Hit vs Miss Latency

0.05 —— cache miss
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Cache Hit vs Miss Latency

—— ccqems | @ Measure single memory access
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Cache Hit vs Miss Latency

—— ccqems | @ Measure single memory access

0.051 —— cache hit

@ What about attacks with long code?
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Cache Hit vs Miss Latency

—— ccqems | @ Measure single memory access

0.051 —— cache hit

@ What about attacks with long code?

» Ex. Evict+Time [OSTO06]
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Evict4+Time [OST06]
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Evict4+Time [OST06]

@ Steps:
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Evict4+Time [OST06]

@ Steps:

© Evict: victim's data from cache
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@ Steps:

© Evict: victim's data from cache
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@ Steps:
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Evict4+Time [OST06]

@ Steps:

© Evict: victim's data from cache
© Time: victim's execution
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Evict4+Time [OST06]

Processor
@ Steps:
© Evict: victim's data from cache
© Time: victim’'s execution P —
@ Measure latency of multiple instructions Cache
L L [l
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Evict4+Time [OST06]

Processor

@ Steps:

© Evict: victim's data from cache

© Time: victim’'s execution P —
@ Measure latency of multiple instructions Cache
e Why does it work?
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Evict4+Time [OST06]

Processor

@ Steps:

© Evict: victim's data from cache

© Time: victim’'s execution P —
@ Measure latency of multiple instructions Cache
e Why does it work?

» Any miss in victim's execution — slow S N O S

Memory
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Evict4+Time [OST06]

Processor
@ Steps:
© Evict: victim's data from cache
© Time: victim’'s execution P —
@ Measure latency of multiple instructions Cache
e Why does it work?
» Any miss in victim's execution — slow S N O S
» Latency is additive Memory
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Cache Latency and Parallel Execution

a
b

listhead->nextnode->nextnode;
*ptr
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Cache Latency and Parallel Execution

a = listhead->nextnode->nextnode;
b = *ptr
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Cache Latency and Parallel Execution

a = listhead->nextnode->nextnode;
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Cache Latency and Parallel Execution
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b = *ptr
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Cache Latency and Parallel Execution

a = listhead->nextnode->nextnode;

b = *ptr
linked list is cached linked list is not cached
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Latency is not additive because processors are superscalar
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Observations

@ Parallel execution causes latency not additive

@ Out-of-order execution allows reordering instructions
» instructions are not necessarily executed in the program order
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Observations

@ Parallel execution causes latency not additive

@ Out-of-order execution allows reordering instructions
» instructions are not necessarily executed in the program order

@ Cache miss is not always slower than cache hit, if:

» there are enough instructions to bring forward
» total latency of those instructions is at least that of cache miss
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Observations

@ Parallel execution causes latency not additive

@ Out-of-order execution allows reordering instructions
» instructions are not necessarily executed in the program order

@ Cache miss is not always slower than cache hit, if:

» there are enough instructions to bring forward
» total latency of those instructions is at least that of cache miss

How latency interacts with out-of-order execution?
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Latency-Hiding Capability
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Latency-Hiding Capability

a = listhead->nextnode->nextnode;
NOP

NOP

b = *ptr
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Latency-Hiding Capability

a = listhead->nextnode->nextnode;
NOP
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Latency-Hiding Capability

a = listhead->nextnode->nextnode; a = listhead->nextnode->nextnode;

NOP mov ri1l, [al

S cmp rl1l, rdx
NOP o ..
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Latency-Hiding Capability

a = listhead->nextnode->nextnode; a = listhead->nextnode->nextnode;
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Our Findings

@ Out-of-order execution capability is limited
» depend on available resources
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Our Findings

@ Out-of-order execution capability is limited
» depend on available resources

@ Cache miss is not always slower than cache hit, if:

» there are enough instructions to bring forward
» total latency of those instructions is at least that of cache miss

@ Latency of cache miss is not constant
» depend on execution-time overlap
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Our Findings

@ Out-of-order execution capability is limited
» depend on available resources

@ Cache miss is not always slower than cache hit, if:
» there are enough instructions to bring forward
» total latency of those instructions is at least that of cache miss

@ Latency of cache miss is not constant
» depend on execution-time overlap

@ Control resources can manipulate cache-miss latency hiding
» allow us to identify when cache miss occurs
» Evict+Spec+Time: know when beyond whether access occurs

Chitchanok Chuengsatiansup | Evict+Spec+Time: Out-of-Order Execution and Cache Attacks



Evict+Spec+Time

huengsatiansup  Evict+Spec+Time: Out-of-Order Execution and Cache Attacks



Evict+Spec+Time

e Evict: access a block of memory
mapped to target cache sets
— remove victim's data from cache
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Evict+Spec+Time

Processor
e Evict: access a block of memory victim| | SPy
mapped to target cache sets et
— remove victim's data from cache
Cache
Memory
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Evict+Spec+Time

Processor

@ |[Evict: access a block of memory victim| || spy
mapped to target cache sets et
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— Cache
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Evict+Spec+Time

Processor

e Evict: access a block of memory victim|| | Sy
mapped to target cache sets -
— remove victim's data from cache

— Cache

o [Spec+Time: let victim execute
then measure execution time
» slow — cache miss
» fast — no or early cache miss

Memory
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Evict+Spec+Time

Processor
e Evict: access a block of memory victim|| | Sy
mapped to target cache sets -
— remove victim's data from cache
= Cache
o [Spec+Time: let victim execute !
then measure execution time |
» slow — cache miss
» fast — no or early cache miss
Memory
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AES Decryption

plaintext
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AES Decryption

AddRoundKey

plaintext
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AES Decryption

AddRoundKey

InvShiftRows
InvSubBytes

InvMixColumns
AddRoundKey
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AES Decryption
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AES Decryption
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AES Decryption
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AES Decryption

%

InvShiftRows
InvSubBytes
AddRoundKey

plaintext

AddRoundKey dphertet G key @ (Assume a cache with 64 sets)
index
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AES Decryption

AddRoundKey

dphertet G key @ (Assume a cache with 64 sets)

index

InvShiftR Lookup table ]

|T1\\',su'b|3yivgss i e T-table: 256 entries of 4 bytes each
InvMixColumns 252%4 = 16 cache lines = 4 bits
AddRoundKey

x9

IlnvSShilEtBRows e S-box: 256 entries of 1 byte each
nvou tes . .
AddRounzi,Key 252%1 = 4 cache lines = 2 bits
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Attack AES T-Table: concept
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Attack AES T-Table: concept

@ Target first-round

» index @ ciphertext — key
» recover half key (4 out of 8 bits per byte)
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Attack AES T-Table: concept

@ Target first-round

» index @ ciphertext — key
» recover half key (4 out of 8 bits per byte)

e Evict targeted cache line

» manipulate execution-time overlap
» control by exhausting, e.g., reservation station (RS)
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Attack AES T-Table: concept

@ Target first-round

» index @ ciphertext — key
» recover half key (4 out of 8 bits per byte)

e Evict targeted cache line

» manipulate execution-time overlap
» control by exhausting, e.g., reservation station (RS)

@ Allow only first-round instructions in, e.g., RS

» can detect if cache miss is in first or later round
» fast: first round or no miss / slow: later round
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Attack AES T-Table: concept

@ Target first-round

» index @ ciphertext — key
» recover half key (4 out of 8 bits per byte)

e Evict targeted cache line

» manipulate execution-time overlap
» control by exhausting, e.g., reservation station (RS)

@ Allow only first-round instructions in, e.g., RS

» can detect if cache miss is in first or later round
» fast: first round or no miss / slow: later round

@ Guess and use Pearson correlation
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Attack AES T-Table: comparison
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Attack AES T-Table: comparison
Evict+Time [OSTO06]

Evict+Spec+Time (ours)
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Attack AES T-Table: comparison
Evict+Time [OSTO06]

Evict+Spec+Time (ours)

when access
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Attack AES T-Table: comparison
Evict+Time [OSTO06]

Evict+Spec+Time (ours)

when access any rounds
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Attack AES T-Table: comparison
Evict+Time [OSTO06]

Evict+Spec+Time (ours)

when access any rounds

first round
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Attack AES T-Table: comparison
Evict+Time [OSTO06]

Evict+Spec+Time (ours)

when access any rounds

not access prob.

first round
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Attack AES T-Table: comparison
Evict+Time [OSTO06]

Evict+Spec+Time (ours)

when access any rounds
not access prob. (2)% ~ 8%

first round
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Attack AES T-Table: comparison

Evict+Time [OST06]  Evict+Spec+Time (ours)

when access any rounds first round
not access prob. (2)% ~ 8% (1—-(312)%) x(12)® ~ T4%
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Attack AES T-Table: comparison

Evict+Time [OST06]  Evict+Spec+Time (ours)

when access any rounds first round
not access prob. (2)% ~ 8% (1—-(312)%) x(12)® ~ T4%
# samples

Chitchanok Chuengsatiansup | Evict+Spec+Time: Out-of-Order Execution and Cache Attacks

12



Attack AES T-Table: comparison

Evict+Time [OST06]  Evict+Spec+Time (ours)

when access any rounds first round
not access prob. (2)% ~ 8% (1—-(312)%) x(12)® ~ T4%
# samples 2500

0.3
0.24

S o014 |}

0.0 A e

-0.1 T

Number of Ciphertexts
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Attack AES T-Table: comparison

Evict+Time [OST06]  Evict+Spec+Time (ours)

when access any rounds first round
not access prob. (2)% ~ 8% (1—-(312)%) x(12)® ~ T4%
# samples 2500 250
— Correct Guess: 0x3 — Correct Guess: 0x3l
c 034 c 0349
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Attack AES T-Table: comparison

Evict+Time [OST06]  Evict+Spec+Time (ours)

when access any rounds first round
15139 ~_ 151361\, (15\3 ~
not access prob. (1) =~ 8% (1=(15)") x(35)” = 74%
# samples 2500 250
— Correct Guess: 0x3 — Correct Guess: 0x3 l

s 037 < 0.3

.(;:‘: 0.2 1 % 0.21 (u\f\,m

<§ 0.1 § 0.14 ‘

g 001 ;@ 0.0 \LFK%W

- RNy

~ ten time higher prob. — ~ ten time fewer samples
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Attack AES S-Box: outline
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Attack AES S-Box: outline

o Step 1:

o Step 2:
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@ Step 1: recover 2 MSBs of each byte
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Attack AES S-Box: outline

@ Step 1: recover 2 MSBs of each byte
» index & ciphertext — key

o Step 2:
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Attack AES S-Box: outline

@ Step 1: recover 2 MSBs of each byte
» index & ciphertext — key

e Step 2: recover remaining 6 LSBs
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Attack AES S-Box: outline

@ Step 1: recover 2 MSBs of each byte
» index & ciphertext — key

e Step 2: recover remaining 6 LSBs
» manipulate first two rounds execution
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Attack AES S-Box: outline

@ Step 1: recover 2 MSBs of each byte
» index & ciphertext — key

e Step 2: recover remaining 6 LSBs

» manipulate first two rounds execution

one memory access a = *ptril
some instructions NOP x 100
another memory access a = *ptr2
some Instructions NOP x 100
AES AES_dec(...)
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Attack AES S-Box: outline

e Step 1: recover 2 MSBs of each byte == cache miss
» index @ ciphertext — key — inst before dec
e Step 2: recover remaining 6 LSBs === 1st round dec
» manipulate first two rounds execution ——= 2nd round dec
one memory access a = *ptri
some instructions NOP x 100
another memory access a = *ptr2
some instructions NOP x 100
AES AES_dec(...)
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Attack AES S-Box: outline

e Step 1: recover 2 MSBs of each byte == cache miss
» index @ ciphertext — key — inst before dec
@ Step 2: recover remaining 6 LSBs === 1st round dec
» manipulate first two rounds execution —= 2nd round dec
one memory access a = *ptri
some instructions NOP x 100
another memory access a = *ptr2
some Instructions NOP x 100
AES AES_dec(...)
——
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Summary

@ Cache hit and miss can have the same latency
@ Cache miss latency is not constant

@ Evict+Spec+Time: identify whether and when cache miss occurs

@ See paper for more details

» https://eprint.iacr.org/2024/149.pdf
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